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Abstract— Providing Services at Home has become over the lagtmust be suitable for generic service software deployment
few years a very dynamic and promising technological domiéiis  and upgrade, compatible with network monitoring utilities
likely to enable wide dissemination of secure and autométény and it needs to be able to support remote control of ambient

environments. We propose a methodology for identifyingaits to . L . .
Services at Home Delivery systems, as well as a threat e'maly§y5tems’ assisted living, home automation appliancesggne

of a multi-provider Home Gateway architecture. This methogy ~Management and control or security (in the sense of fire and
is based on a dichotomous positive/preventive study of énget crime prevention).

system: it aims at identifying both what the system must da a .
what it must not do. This approach completes existing methvaith Architecture and use cases of Home Gateway based systems

a synthetic view of potential security flaws, thus enablinitable has been specified, but surprisingly little work has been
measures to be taken into account. Security implicationghef published to promote understanding of security implicagio
evolution of a given system become easier to deal with. Agtype  of such systems. As far as most gateways can be expected to

is built based on the conclusions of this analysis. be vendor specific, it is not realistic - and even less useful
Keywords— Security requirements, Connected Home, OSGi,t0 propose a frozen secured gateway. However, knowledge
Sofware Components. about generic behavior of Home Gateways systems in a multi-
provider context as well as a systematic approach to threats

l. INTRODUCTION will enable each designer and vendor not to overlook paiénti

risks bound to the system. They will thus be able to take them

PErsonaI Internet connections now commonly providgyi, account while building a specific Home Gateway.
most users with broadband connectivity and advanced

multimedia services. On the other hand, more and more!n this paper, we define and exploit a suitable method for

personal services are proposed that enable people to nming(#entifyir?g Home Gateway Systems characteristics. It sebia
.on the first hand on EBIOS[14], a method that has been

comfort and home automation: elderly people care, praiecti~ o :
against burglars, centralized control of home equipmehts.def'ned by the french DCSSI (Central Direction for Security

strong movement has developed during the few last years tRhfnformation Systems) and several firms and administatio
aims at merging the two worlds. Personalization of servic@ the Europ_ean Commu_nlty,_ and on the other hand on ISO
can then meet large communication resources and existﬁ:j mmon Criteria [8], Wh'Ch, is the stapdgrd process for de-
infrastructure, so as to make a large dissemination of sutning secure systems.. It aims at pr_owdmg tools that ettpp
services not only possible but also affordable for a broad&€ €xPression of security characteristics of Home Gateway

population. We use the term Services at Home to name thd<i¥Se t0ols are a generic Role Based Access model (RBac)
advanced services. model [3] for Services at Home Systems, as well as attack tree

In particular, several industrial consortia and academj@’ the various weak points of the architecture. Our method

projects targeting at specifying Home Network systems ha,UéUS defines a dichotomous positive/preventive approaett, t

an important research and specification activity: Echonet ® {0 Say analyzes on the first hand what the system must do,
Japan [2], Home Gateway Initiative (HGI) [6] or the Muséamd on the o_th(_er hand what _he must not_ do_. This appro:_:lch
Consortium [10] in Europe, DLNA [1] in the USA SuploOrtcompletes existing methods with a synthetic view of posnti

interoperability and specification efforts of firms that antive security flgw_s, th_us _enabllng swtable_ measures to be taken.
in this domain. The security implications of the evolution of a system beeom

The key element in the Services at Home architectu?@Sier to deal with. Such knowledge will bec_omfe incre:?\yingl
is the Home Gateway, or residential Gateway, because MPortant as advanced Home Gateways will find their way

both provide Internet connectivity and support for advanc&'°"9 10 the home of the users.

services [13]. It is defined as the “high tech device ensuringThe paper is organized as follows. Next section defines
continuity between the home network(s) and the in home cowhat a Services at Home delivery system is. Section Il
nected devices and the external world represented by a wifesents the positive analysis of the architecture. Seduo
area network (WAN)” [6]. The Home Gateway must suppothe preventive one. Section VI presents related works, and

high-level service delivery over Internet broadband ascesection VII concludes this paper and highlights identified
needs for future work.
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Il. DEFINITION OF THEANALYZED SYSTEM a similar environment, using the SIP protocol for session
_ _ _ ~_management.

The first step for running a proper security analysis of & a technical solution for enabling multi-provider suppast i
system is to define it precisely. We established the follgwing create Virtual OSGi Gateways [12]. A Virtual Gateway is
generic definition of multi-provider Home Gateway systtMgamely an instance of OSGi platform running inside another
specifically so as to make subsequent security analysis-pogssg; platform, so as to appear to the user (here the Service
ble. Manager or Provider) as a full-fledged Gateway. This archi-

Services at Home systems are composed of the USqEture enables full transparency of access. Dynamic sicten
equipments (Home Gateway and Devices), of various ServigSservices is realized through installation of componeatts
Providers, and of authorized managers. Devices, or HOMghtime in Virtual Gateways.
equipments, are the elements that provide the actual semic  Figyre 1 shows the global architecture for service delivery
television connected to a Video-On-Demand facility, a devi gyer Home Gateways, with the various elements of the Gate-
for fire detection, a beeper connected to a medical emergengy;, Providers, Managers, along with the interactions betw
facility, and so on. The Home Gateway contains two elemenifem. These interactions are governed by services costract

the Access Gateway, providing the connection to the Interngetween the different parties that intervene in Serviceahel
and the Service Gateway that plays the role of an applicatiyg|ivery scenarios.

server. Both elements can share the same hardware support - 0

not, depending on the policy of the Access Gateway provider. Intoracts
The second configuration (Access and Service Gateway on
different hardware parts) implies some legal constraiattaa User Senvce| | Data ‘ S ovider
as the Access Gateway is often considered to be part of the e ome e
telecommunication network. This is not the case for other s€ g nice ‘ice (vin a4 | m Home
top boxes, that are considered as Home Equipments. But| itanager Gatoway Commncetes Reseler
does not imply real technological difference. In the foliogy ) :
we will consider that the Home Gateway play both roles of Venaer ey [ Provider
Access and Service Gateways. A Bundle upload

Managers are network entities, or persons, that have rightsjsess ™ —» £ CPE Provider
to control the Gateway. Their role is to enable new Services

User's Home Providers

Providers or Services to be proposed to the user. Each entigy™*™! < >

of the Gateway has its specific manager (see fig 1). For multi- _ _ _

provider support, each Service Provider must have a sepafd 1- The Global Architecture for Services at Home Dejver

access to the gateway. A Service Provider can typically be a

Home Equipment builder, which provides specific services fo

its devices, or a third party Provider which provides seesic lIl. POSITIVE ANALYSIS OF THE SYSTEM

for a class of devices (for instance all devices related &@@n  The positive analysis of a given system is a systematic view

consumption). Data and Service providers are considergd the actions the system must perform. It makes it possible

separately, so as to enable delegation in the serviceatializ for the system designers to forbid all actions that does not
Home Gateways have recently evolved from telecommuerrespond to identified required operations. The behasfior

nications network terminals to high-level servers cone@ctthe system is expressed as scenarios and formalized as UML

to ambient home equipments. They serves at the same tiBeguence Diagrams. Authorized interactions are presented

as ingress router to the home network, as a firewall limitinghder the form of RBac (Role-Based Access Control) Model,

intrusions, as a wireless gateway, and as a server [13]. i&te fidentifying entities and interactions between them. Tlie li

three characteristics relate to classical network levaberties. cycle of the system must be fully covered, as well as the

Last facility is becoming more and more central to Homruntime behavior.

Gateway as proposed services become more complex and

personalized.. ) A. Behavior of Home Gateway Systems
A prototypical Home Gateway is presented by [11]. It

is based on OSGi and uses UPnP technology for servicel'hce cycle of Home Gate_vva_ly system§ includ_es all stages
discovery. However those technologies are not mandatoryfmm Internet.access subscription to service “‘““”.‘e- et
themselves, they reach an ever broader acceptance in the Hb‘?‘}{el connection _foI_Iows a well-know process t_hat is nowada
Gateway community, as far as they provide robust tools fwdely <_:omm_er<:|allzed. Hc_)we\_/er, que Equipments as well
supporting identified characteristics. Such an architechas as mu!tl-prOV|_der support is S.t.'" r_eahzed on ad_ hoc masner
many advantages over other configurations: it enables e@_%d will require further speuﬂcgtlons for .prowdmg déa
insertion of new Home Equipments (also named Devic ,owledge and mastergd security propgrhes.

or Terminals) with UPnP, and can support new servicesFOHOWIng use scenarios must be defined:

and new service providers with OSGi. OSGi also provides ® Access subscription, for Internet broadband access,
service management facilities and the possibility to add an e Connection establishment, when the Internet access is
remove software components, and thus services. [19] pespos established,




e Home equipment buy time, when the user buys a neapplicative firewall for ensuring that only authorized sser
Home Equipment, execute actions they are allowed to.

e Home equipment plug time (initial provisioning), when Figure 3 shows the resulting RBac model for Services at
the user plugs its new Home Equipment in its homdome Delivery.

network,
e Service subscription, for additional services, et Prover .
e Service use, when the user uses services he has s
scribed to. - e | — I
Available place in this paper do not let us present sy: o o mansges = R
tematically each of these scenarios. We will therefore giv| | wwmeeomon —
as example a single scenario, initial provisioning, whish iy | T S e T =" ML
central to service delivery in a multi-provider environrhen | ffomez e o
Initial provisioning occurs when the user plugs its newh WW
bought Device in the home network. Suitable services mu a:,".:;wiif T Tes
then be loaded onto the Home Gateway so as to enable pro e Some S
connection and configuration of the Device, as well as tt e
possibility of subscription to new services. e e
Figure 2 shows as example the process of initial provisiol =

ing for a new Device for Services at Home delivery.

Fig. 3. RBac Model for Services at Home Delivery

‘ Home Equipment | ‘ Service Gateway ‘ ‘ Service Manager ‘ | Service Provider ‘

Doveeld . Upprol ! : ! Distributed RBac model is derived from scenarios. A global
‘ table summarizing all entities and their mutual communi-
| cations has been established for guaranteeing exhawystivit
! In particular, the type of communication (data exchange,
; management, code loading) are identified. Particular tidten

! P— 3 is to be paid about interactions inside the Gateway: Access

defaultConfiguration

: i 3 Gateway launches a Core Service Gateway, which launches
leacBndes g a set of Service (Virtual) Gateways. Each Service Virtual

P fi“'%dfs 7777777 ] Gateway may contain services from different providers. The
U< i | Manager of one of these entities needs to have sufficiensacce

|
communicationEstablishment
T

identification Request

identification

deviceConnected

ewDeviced Client

! communtionEstablisiment | ; for creating entities of level n+1, but without having runé
‘ ! ' 'H access to the created parts. Suitable policies are to beedefin
to prevent conflicts. Access Rights delegation is managed at
Fig. 2. Initial Provisioning of Services at Home the Managers and Providers stack. Again, a careful design
iS necessary so as to make management and access conflicts
impossible.
B. Distributed RBac Model
Classical RBac Model controls access to a given centralized
system according to the role that the user plays in this
system. In the case of Service at Home delivery, numerousThe preventive analysis of a given system is a systematic
actors intervene in the process (see part 1l). They are bowiew on the attacks that the system is likely to encounter
together through service contracts, but can not be coreideduring its lifetime. It requires the identification of botreak-
as hierarchically dependent on a single party. Consegueiatl nesses inherent to the system and existing risks involved by
unigue authorization mechanism is possible. Each of thmsctthe users or by the environment. Weaknesses are potential
acts for its own benefit, and can not have control rights oveecurity holes opened in each entity. Risks are made up of
other actors that are potentially competitors. The RBacehod/arious actors or events whose behavior may negativelyémpa
must therefore be seen as distributed. A global view can tiee behavior of the system. Negative impacts can be short
given in order to make service delivery possible, but each par long term unauthorized modifications to the availabitify
is responsible for ensuring that its partners provide dffdr the system, to the identity of actors, to confidentiality or t
services. Each party is thus responsible for enforcingeadrr integrity. They are often implied by malicious actions, bah
matching between role and authorized actions, as well asalso originate in accidental events.
perform authentication of third party entities it commuates  Weaknesses and risks can be expressed as attack trees,
to. Consequences of the distributed aspects of this RBaemoahich represent various attack possibilities for a set tfckt
are not visible at global system design time. Neverthelestasses. An attack class is a particular set of attacks that
this approach implies that each entity must contain refdta all intend to make similar damages to the system, but using
security features, especially authentication faciliteesd an different strategies.

IV. PREVENTIVE ANALYSIS OF THE SYSTEM



A. Weaknesses and risks specific to the environments of Service at Home delivery. The

Weaknesses of the system are derived from the characfB@in risk, as in every payed-for system, is that services are
istics of the entities, and from existing interactions dediin  used without proper billing. The second important risk is th
the scenarios we introduced. The main weakness in identiff@gcution of malicious code. Itis specific to platforms supp
scenarios is the possibility of impersonation - that is tg sdnd dynamic extension through code loading, and is stillyoo
the theft of identity - of the different Managers and Provige Studied in spite of importantimpact on every componenetas
all the more as they may be numerous. A weakness specfii€hitectures and even application deployment envirotsnen
to the Home Gateways is the possible management of Servic&igure 4 shows the attack tree for use of services without
Virtual Gateways by its creator, and not restricted to cdfici Proper billing. Two strategies can be taken: code thefhouit
Service Providers. Other kinds of elevation of privileges adirect service use, and unauthorized service use. Codée thef
also to be prevented: Service Managers, Service Providers §2n occur through eavesdropping on the bundle during its
Data Managers should not have more rights than intendé®fding onto a Service Gateway. It can also be done by a
Managers of the entities have also strong rights over thRgular platform if this latter can load code bundles withou
system. They should not be allowed to take initiatives trat gegdistering to matching services. Access to services witho
against the system guidelines. Lastly, Service at Homelghotfgistration can be achieved through classical identigftth
be ‘user proof’, that is to say that deliberate or accidentdlrough the creation of fake registration proof (in caset tha
manipulation should not bring the system in an insecure state System is based on a Mandatory Access Control, that is

Generic existing risks have already been identified in tfi@ say the user of a service has to prove he has the rights
definition of the analysis method. It consists mainly in tht® access this service), through server corruption, orutino
STRIDE model attacks (spoofing, tampering, repudiatiof@vesdropping on service content delivery (for instance on
information disclosure, denial of services and elevatién &tream used to transfer a video to the home of another user).
privileges) [7]. Additional risks exist, that can potefitia
damage the system or make it unavailable: electrical sinurtdo
issue of illegal requests through authorized entitiesdtparty
as single point of failure. Moreover, data protection needs
to be suitable according to data sensitivity. For instarece, '
clear separation between different communication chann{sgsig, | [Vt | [ sy men | [ fossotor| [ sener | oSicenin
can prevent unauthorized access to private data. Three of
these communication channels can be identified: streamfrigy 4 The Attack Tree for service use without proper bylin
channels for multimedia services, basic data and servitas-c ) o .
nels for services that require message-based communmisatio Figure 5 s_hows thg attack tree for malicious code gxecutlon.
and management channels for supporting insertion of nde two main strategies are to force t_he platformto mlsbehav_
equipments and services. or to force_the IoaQed services to mlsbghave. The platform is

The combination of weaknesses and risks enables to vide execution environment of the services. In our study, the
alize possible attacks, by determining the weaknessesthat Platform is OSGi. Its mlsbehawor_ is not specific to Servu_:e
exploited to achieve a given attack type. Attack trees =t at Home or component-based environments. It can be realized

this approach in a systematic way. through gliffusion of bugged or malicious original cc_)de,. orb
substitution of platform code during deployment. Misbebav
B. Attack Trees of services can be achieved by insertion of misbehaving code

Protecting a system makes necessary to have a deep kn&M—he publisher’s, substitution of code in the bundle répos

edge over potential attacks. Attack trees make it possible_qr upload of unauthorized services directly on the platfdva

summarize in an intuitive way all identified attacks that cafivite the reader to refer to the diagram for further presisi

be used in order to harm the system in a certain way. Tech-
nical characteristics of the attack as well as concerneetass

are detailed. All these elements make possible to determin
security requirements for the system that is being analyzed
and to choose security objectives according to the asseranc
requirements.

A
Misbehaving
Platorm | | Senices

Tnsertion of Tnsertion of
Misbehaving Code Misbehaving Code at
efore Signature the Bundle Repository

Upload of
Unauthorized Services
On the Platform

Identified attack trees for Service at Home delivery systen g s Gomamase (M) Pomemme) ] [T | [esma)
based on Home Gateway are closely related to attack classes
identified in [7]. They are namely: Fig. 5. The Attack Tree for malicious Code Execution

e malicious code execution (cracking and phreaking),

e use of services without proper billing (phreaking), This analysis of multi-provider Service at Home delivery

- ) _ systems provide system designers with necessary infansati
» malicious actions related to management (cracking), apout potential attacks their system may suffer from. This
e denial of service (DoS). analysis makes it possible to take suitable security measy
Available place does not allow us to present each attack tieserting suitable functionalities in the system. The fnkty
in a detailed manner. Rather, we will present those that also exists to extend these attack trees to cope with phaticu



Register

configurations and/or environments. They can also be used ® P
a firm basis for establishing assurance evaluation, foaircst Certication

Authority (CA) "
Validate Bundle Sign Bundles

in conformance with Common Criteria process. with Secury Layer  Check / -] W““;?“g"“
N TN

Identity,
’ Encrypted bundle

Repository A Publish—— Eﬂ

V. SFELIX: A SECUREIMPLEMENTATION OF OSG oo s
— Download igned bundle Jssuer
A. First Protection Strategies et
In building our own Home Gateway system prototype R Eﬂ — e
H H . PR = egister
following security features have been elected as being t - e T~
i . . ) ) ) Certification \ Issuer
more urgent ones. First, secure communications are retjui| Yaidae Check / Autnorty (CA) o Bundies
as in every multi-party system that communicates over aipub () L P i N
network such as the Internet. The second measure is ||i y/ SSLTunnel  Repository B \\<¥:
Publish

validation of software bundles at install time, in order hsere | Download
authentication of the issuer and their integrity.

Fig. 6. Bundle Signing to Bundle Validation: Process supgabby SFelix,
B. Implementation and SSH Extension

In order to provide a secure Home Gateway, we are
working on a secure version of Apache Felix OSGi imand dependable (that is to say secure and fault-resilient)
plementation. First step (aside from providing secure corBervices at Home delivery system. However, existing ana-
munication channels that are widely available technokgidyses either target dependability, or provide protectioufifes
is to support bundle validation. Current OSGi specificatiorfor prototypical Gateways without releasing the inforroati
only propose to sign bundles. This approach has two maecessary to re-use them. Moreover, most works in the field
jor limitations: potential performance losses when coragarof security for Home Gateway systems provide useful tools,
to secured communication channels, and no confidentialiyt without giving an associated global view.
in bundle loading. Moreover, current state of various Open
Source OSGi implementations such as Felix or Knopflerfigh Security Analyses of Home Gateway Systems

do not provide such facilities. We therefore implement 8Fel  geyeral works aim at establishing a systematic analysis of
(http://sfelix.gforge.inria.fr/), that supports bundlerification he dependability properties of Services at Home and Home
on the client at install time. Moreover, we developed Jai8ig Gateway systems. They can be considered parallel to our.work
a tool for signing bundles. Signed archives include a specifijowever, they focus towards fault resilience rather thatetal
file that follow IETF RFC 3369 CMS proposed standard. Thigajicious behavior of internal or external actors.
format could also be used in the future to include encryptedp systematic analysis of the dependability of home automa-
content in the signature. However, one needs to be consciggg system is provided by [5]. It is based on fault trees, and
that encryption requires that the OSGi platform loading thgms at identifying consequences of malfunctions with réga
bundle is able to decrypt it. That is to say this mechanisy the user's trust in the system. Analysis is done through
would break existing transparency of bundle validatiootiygh 5 single monitoring tool, that already includes basic secur
signa’Fure: security unaware system can use them as welk@swures, and could easily be extended to monitor sensitive
security-aware ones. security elements. However, its goal is slightly differénom
Figure 6 (A) shows the process of signed bundle deploymeiijrs: we intend to propose a design methodology, when this
that is supported by SFelix and the JarSigner tool. Bundi@grk provides a runtime tool that could be used with great
are signed by their issuer. Bundle loading from client sidgenefit by the Service Providers. While similar in spirit and
is based on existing OBR (OSGi Bundle Repository). Aftahethod, both analyses have different targets, and thuevelift
loading them, and before installation, the validity of blend applications.
signature is checked, and bundles are decrypted if relevant Analysis in [18] is based on an architecture that is very
Figure 6 (B) shows the process of deploying signed bundlggilar to ours, with Home Gateway and devices connected
through a secure communication channel, here SSH. Thisdsit. |t proposes a heart-beat mechanism for ensuring the
an alternative to the mechanism of deployment proposed byntinuity of the activity of the device. Particularity dfis
OSGi specification. It has the drawback not to support sBcuriyork is to use powerline to support the home network.
unaware clients, but brings with it several advantagesudiry  [16] provides an extensive analysis of security problems in
antees the confidentiality of the component transfer over thiome Gateways. It has been realized in the frame of the E-
network, which can be required in many commercial systepysta IST project, and is based on Common Criteria (CC).
whose managers do not want to offer the code. Moreovgg goal is to specify CC protection profiles for the Home
it is very probable that communication over SSH proposesateway in different use contexts: dynamic service disgove
performances that are far better than OSGi bundle validatiGgentification of right level of security, open platform. ik
based on a trust value chain of providers. This work proposes
VI. RELATED WORKS a specification for secure Home Gateway system, but do not
Not surprisingly due to the importance of the topic, severglovides enough information so as to let designers adapt it t
works have been done that foster the development of secthreir own systems.



B. Existing Solutions Based on the results of our study, we are developing a

Several implementations of secure Home Gateways or $¥ototype for a secure Home Gateway system. This tool suite
cure functionalities for Services at Home delivery systenigcludes a modified version of Felix OSGi that supports the
have been proposed. validation of integrity of the code bundles and the auttoenti

A full Gateway specification along with several necessafpn of the issuer, as well as JarSigner for signing bundles.
facilities is proposed by the Theaha project [15]. The secur  Additional work is to be realized in order to provide a
in Theaha is obtained from conjunction of secure commurilll-fledged infrastructure for supporting secure Servite
cation and of secure components. Secure components proViggne delivery. Policies need to be defined for a proper key
several functions. The first of these functions is a securifjanagement mechanism, and for making it possible to enforce
manager that supports secure service discovery and basihggm'f'ed Role-.based Access model IS reguwed. A specific
policies enforcement. The second element contains a modgféurity analysis of the Java/OSGi execution platform at th
for secure storage of data, code and configuration, as wall a&oftware level that takes into account language and phatfor
cryptographic engine. The work is limited to the specifizati characteristics will complete this work.
of the Home Gateway, and do not consider in detail its
interactions with the rest of the system. REFERENCES
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by providing an intuitive method along with the results of th

analysis, we enable everyone to take advantage of the result

and to adapt them to their specific configuration. Strong-inte

gration of concepts coming from widely used methods allows

to use these methods in conjunction with our methodology, fo

instance to define a Common Criteria assurance evaluation.



