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e The OSGi Platform

— Extensible at runtime

 Based on Java
 Components are called 'bundles'

— A versatile Platform

* IBM Websphere 6.1, JBoss
 Home Set top Boxes (ADSL Modems), Automotive Media Systems
e Soon in the Sun JVM ? JSR 277, 291

- A new Attack Vector

 Seemless install code from the environment
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* OSGi Security

- How to make actual code secure
* Formal approaches is not relevant
- Requires a very pragmatic view

« Java Developpers usually do not accept to put (too much) constraints on
their code

» Execution environments are often resource-restricted devices
- Boom on Functionalities

* Need a strong secure environment
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e |dentification of the threats over OSGi Platforms

» A convenient tool for supporting life-cycle long security
iIn OSGi-based Systems

- Bundle Signature
— Publication
- (Download)
- Signature Verification — OSGi R4 compliant
* Objective
- Provide tools for OSGi users
- Provide a Spec-compliant basis to support further research
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. OSGi Platforms and Threats

« Secure OSGi Tool Suite

- SFelix
- SF-JarSigner

 Comparisons
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 Qverview of the OSGi Platform

Bundiz at Service

Execiition Dependencies
Applicativa
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and Threats

Bundle Server Client Platfarm
-'
| — Resources
' Tampering
- & — *
Malicious I I
Bundle Server Bundie Subsf{ifuiion
or Modification |—|

06/18/2007 Secure Deployment of OSGi Bundles 7



P# N it ﬂ"*‘

G- OSGi Platforms W,
X 2007

N T

and Threats

o Attack Vector - Execution of Malicious Code

on the User's platform

/\

Misbehaving Mishehaving
Platform Services

‘//Ir;ertion of Upload of

Insertion of
Misbehaving Code Misbehaving Code at Unauthorized Services
bafore Signature tha Bundle Rapository On tha Platformn

Execution of
Malicious Code

Buggad Mallclnu Substitution of Code| | Bugged || Malicious | [Substitution of Code| Unauthorized| Server nglétrlﬁ::e ﬁgggdszrimﬁ?
F'Iatform F’Iatform during Deployment Code Caode before Signature Login Corruption Providst authorization
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 Threats over OSGi Platforms

« Secure OSGi Tool Suite

- SFelix
- SF-JarSigner

 Comparisons
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e Qverview

OSGI Tool Suite

Register |é - - Check
N _ Identity
PKI Authority N
(ACS) N
\\
Sign Bundles \k
with JarSigner p— \ Validate Bundle
n E b with Security Layer
i — LY |: ™ .
E o -
Publication gy mdie Signed bundle _ ]|
Service Repository Installation =~ T—
Issuer SFelix
Client Platform

Secure

: 2007 i
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- http://sfelix.gforge.inria.fr/
- Sfelix v0.1

* OSGi Release 4 Implementation of the Bundle Signature Validation Process
« Beware of JVM-only solutions !

— Sfelix v0.2

* Robust against ill-coded Bundles
* In a near future — still need to be published
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done.

-» obr szart "HTTP Service”
larget resource(s):

HTP Service (0,5,0,5HFPSHOT

Ceploy-ng, . .Resolvar: Irstall error - org,asache,felix,hitp, jesty
org . osg i, frans sk, Bundlebxcent -on: Could not create bundle object,

at org,atache,felix, franeuork,Felix, installBundle(Fe_ix, javar1347)

at org.asache.felix.franeuork Felix. installBundledfe i, javar 1522

at org.adsache felix.fransuork Bundl=ContextInpl. installBundle (SundleContextIngl . ava190)

at. org, ana~he Felix bnnd Terepnsitoeg  Fe=nlwar Top 1 dep oy (Re=n Tve-Top 1, jevaz£R70

at. org.ana~he Felix bond lerepnsitorg, heCormand Top | _deplog (Mb-Camnans Trp 1, java:36R0

at org.zoache Felix . bundlerepository . JdoeCormend Ingp - deploglObrZomnmend Inc L, java s 29470

at org.=zoache Felix . bundlerepository . JdbeCormendIng - execute (Ob-Cammanc Inpl. java- 108)

at org.zoazhe ,Felix,shell. inpl Aot ivatordShallServ celnpl,execataConmsnc (Act ivator, jara:253)
at org,.z2azhe Felix,shell tui,ActivatardShellTuiRunnable, runiAztivator, ava 1650

at java.long, Threod,rund Thread, joeai5350

Cousecd byt org,ozgi frarcworlk Bund leExcopt ion: Bunclc Unsococurc

at fr,in-ia.ares,framework ,cache DefaultSecuredBund lenrchive, coeckirck ivelalidity DefaultSecuredBurdlefirchove , jarai 730
at org,asache . felix, franeuork,Felix, instal IBindle (Fe ix, javai 13230
v O oNDmE
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 The SF-JarSigner Tools

- http://sf-jarsigner.gforge.inria.fr/
- The Archive Anaysis Panel

o x
File Help
Certificate and Keys | Archive Analysis | Repositories | Publication
_ Bundles to be Signed Signed BEundles )
Jhome/ pierre /tmp/ signed/ fr.inri ) ) Shome /pierre/tmp/ signed/frinri
{ home, pierre/tmp/ signed; binde Signer Alias: /home/ pierre; tmp, signed; binde
{ home/ pierre /ump/ signed; Tr.inr example Jhome/pierre; ump; signed; Tring
Jhome/ pierre /tmp/ signed; fr.inri fhome/pierre/tmp/signed/frinri
|jhnm!f|1ie:u,rtmpj signed; edtfy -
Sign ==
Check ==
[4] I ; [»] 1| | | »
|Aﬂﬂ Directory - G) Signed Bundles Dir Search
[ ] Bundles are Signed [ ]

06/18/2007 Secure Deployment of OSGi Bundles
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 The SF-JarSigner Tools

- The BundleRepository Management Panel

=0 %]

File Help

Certificate and Keys

Archive Analysis | Repositories Publication

Test?
testl
Tree

Edit

Eundle Repositories

File Server Management

Server alias |Tree | vser
Server URL |1ppersu.TrEE.fr| Password
Port [21 |

Frotocol FI'PT

|'-A-'-.-.-'w'. sfialix

o |

Repository Public URL |t slells.Tree 1r'| OER Repository Directorny repositorn |

OER Repository File Nll‘l’l!lSIlDN—de.}{ﬂll

[ ] Edit Eundle Repository [ ]
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 The SF-JarSigner Tools
— The Publication Panel

File Help

Certificate and Keys | Archive Analysis = Repositories | Publication

Signed Bundles Published Bundles

'_.f home/ pierre /tmp/ signed; fr.inri

fhome/ pierre  tmp/ signed/ binde
Jhome/ pierre /ump/ signed/ fr.inr rest? |v
Jhomey pierre /tmp/ signed; frinrn

Upload Selected |v

&

] Edit BEundle Repository [ ]

06/18/2007

Secure Deployment of OSGi Bundles 15



P ﬁ"“

7 @k A8
b‘ s Summary Wy

 Threats over OSGi Platforms

« Secure OSGi Tool Suite

- SFelix
- SF-JarSigner

 Comparisons
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 Validity Criteria
Table 1. Behavior of several tools and frame-
works in the presence of unvalid archives

Error Sun Java with | Felix | SFelix
Type Jarsigner | Security

Manager
Unsigned W A R R
Archive
Unknown A A R R
Signer
Addition of A A A R
Resource
Removal of A A A R
Resource
Modification R R W R
of Resource
Unvalid Order | A A A R
of Resources
Signature of R R W R
Embedded
Archive
Unvalid
Time Of Check | Test Exec Exec | Install

A: Accept; R: Reject; W: Warning;

06/18/2007 Secure Deployment of OSGi Bundles 17
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Service
Issuer

Sign Bundles
with JarSigner

Perspectives
Secure Deployment

: 2007 i

PKG

Validate Bundle
E with Securlty Layer
Publication gy naie N params
lnad hundle V lidiD
Repository Installation adhs

SFeIfx
Client Platform
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e Perspectives W,
Safe execution o

 What if a Bundle Issuer provides ill-tested Code ?

- The whole system is impacted
- What are OSGi Weaknesses
- To be released very soon

* What guarantees on OSGi Code ?

- Code Validation for better code (e.g. Findbugs)
- Formal Code Analysis (e.g. PCC)
- Sandboxing (e.g. Java Permissions)

06/18/2007 Secure Deployment of OSGi Bundles 19
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. Current Threat Model for OSGi

— Untrusted Network

— Trusted Platform Issuer
— Trusted Bundle Issuer
— Trusted Host

 Future Threat Model

— Untrusted Network

- Trusted Platform Issuer

— Untrusted Bundle Issuer 7?7
- Untrusted Host ??
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Questions ?

For more informations
Secure Component Deployment in the OSGi(tm) Release 4 Platform , http://www.rzo.free.fr/parrend06deployment.php

http://sfelix.gforge.inria.fr/

http://sf-jarsigner.gforge.inria.fr/

06/18/2007 Secure Deployment of OSGi Bundles 21
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« OSGi Signed Bundle

‘ HelloWorld ‘

/bm

Manifest File (1)

MANIFEST.MF

Signalure File @

SHA-1

\

/

““H[ PIERREP.SF

Signature

T

-

Block Fife {3) — ns,}r"

““‘“[ FE{REP. DSA |

>/

\

SHA-1/ |
e I

.| SHA

“SHA1

7| RelloWorldinterfacy

Qr Ha..nwDr.dn;ﬂ j

fr.insa_l:-,mn.ares.halluWarlt\

HelloWorld \
Activator

L )

pub

E—
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» Signhing OSGi Bundles

Initialization

Signed Bundle
Genegration

06/18/2007
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1. Private and Public Key
Distribution
|
2. Manifest.mf file generation

new SignedJarManifest
. {JarFilae,Haghalgorithm) y

|
3. 'Signature F‘ile' generation

new SignatureFile
(signedManifest, signer)

(— ] ' | ] | ] _k\
4. ‘Signature BlockFile' generation
new SignatureBlock

ignatureFile, rt, privateKey
L (si t Fil Cert ivateRKey)

5. Signer Jar Archive Generation

S8ignedJarFile.buildSignedJarFile
{JarFile, SignedJarManifest,
SignatureFile, SignatureBlock)

Secure Deployment of OSGi Bundles

2007

Example output

MANIFEST.MF

4-.

PIERREP.SF
—
PIERREP.DSA
—
(|

HelloWorld

MANIFEST.M

PIERREF.SF
PIERREP.DSA

23
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« OSGi Bundles Signature Verification

Authentication 1. Signer Authentication
- KeystoraManager.isvalid
of the signer (Certificate, pagsword}

T . . ¥ ™
2. Validation of Resource
Order in Archive
L SignedJdarFile.ResourceOrderValid{)
L i
3. 'Signature Block File' Validation
cryptographicLibrary.
checkCMSDaataValidity (signatureFile, block)
e ey
Signed Bundle __ I N
Validation 4, 'Signature File’ Validation
CryptographicLibrary.
checkHashValue {manifestHasgh,
" pratendedHagsh, algo} Y,

5. Manifest Validation
For each resource:
CryptographicLibrary.
checkHashValue {FileHash,
T pretendedHash, algo)
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